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Potential Soviet Attack on 0-.tr Essential 
CccsiBjnicat-ion® Systems and, Or'janf. nation# 


rl* «*** fT ri ^ a ** zapi<ay achieving the capability of lamehlnr 
v ele«Jtro.oarr^tio war against the neav-Eoviet worldt 
i*** 8 * ° r hi ^ Powered wsmaleatlon* and 

* r ?** r t0 ** in exCG - «f their internal 
7mZ* S fZJt !SJ CCi - triiIia?d »tiona conraml cations 

V 7 deV6lo P® d and jaminr control organi- 

sation whien is new effectively enclaved gainst the ~tra— 

of the Voice of America and the British Broadeastinr Cor Oration. 

v,«_ * * 4 ?*? d ?T ie * , o^P^ilitgr to engage in olectro^nsttc warfare 

ff® ..erious. i^isllcatione bryorto. the present attack on the *0.4 as it 

at* *!U ft •**. ' ^ a L* ,nm P** e ®®atly available facilities they can 

duration of nest of oar intercontinental 
— trc>— point an-a Ion® distance mobile radio caat*uniaafeioi» a The 
etm^gically critical Kortb Atlantic and North Pacific Meh fretfserev 
•yetenw of all the military services and Urn lo nr distance mobUo ’ ' * 

“V** ^ *** the ?Jav/ ^ hi ‘~ M Jr vulnerable 

t° t.xia attack* h more detailed discission of the Soviet caoablli*v 
and its :lmpUmUam is attached as Tab A. capability 

3. In examining the problem of intelligence to s>m^ort ade—ate 

s’rss\s t r iot *“•* 0,1 w '—&» 

.... ,** *•* 1,0 agency with authority and cosine tenoa 

to clan and direct all phases of the civilian, non-iiiitarv 
soyirnacntal, and military enmuntca ions activities of the 
St * t * 8 * W0 ** M *y for eleotro^netic warfare with the 
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SECRET 


Is*. There Is Bead for an effective centrally slaanetl. 
lateiligenoe program to integrate the signal intercept 
wUviUis and other eolloetton efforts necessary to detoralne 
Soviet ctouisilitieej intention® ^ plan#, and maotapofta for 
•leefcismgnetlc warfare* 

o* Saitorlag system® for obtaining intelligence of 
Soviet electromagnetic warfare activities bp analysing that r 
r3*41o signals m*t be great ly augaaatad to mart? th# raw 
♦ignat intelligence required* 

Jj« The Central Intelligence kg ©ncy can eetablieh the lntel- 
lipme* program and coordinate the signal woniiortsg: actlvttiee* 
bat effective guidance of the CIA effort and of the" defensive and 
©ficne-cve Affect® of ad. ♦leotrojsagrae tic warfare protract can only 
h® adLiefecd% creation of a central authority' tWporeibl* for 
oVttrwaXl imteee. Bit m authority should he provided with funds to 
cons tr i* ot and operate radio oacaaiinie&tlona and other radio fo wM**— 
receiving faculties for the conduct of el#>ctwwamsti« 
vmrfmi when .existing facilities are Inadequate to the needs. ' The 
coordinating agency should be possessed of' authority to direct the 
©atahllMsfsteBt and operation of new facilities (for which it would 
provide funds when necessary) by Federal agencies ar throurh con- 
tract with private organisations. Tf.se coordinating authority 
should not engage directly in the cossalbftictioB or ©aeration of any 
f adM.td,os j, bat would provide Integrated policy' pul lance for t he 
eatir® »0mtm of elcctraaagsietle warfare.' suck an Agency could 
the eatabiishc^nt of the tiv*n#-Atla«tie relay spwUm which 
**•» recently been undsr discussion in govermeat circles as a ineane 
of partially birousvsntia^ Soviet attach on the critical north 
Atlantic high frequency radio eooKstmtcatton qhanael®, 

$* It 1® believed that tbs Hhtlenal Security Cornell should 
consider recesaendlng the establishment by Ibsedatlve Confer of a 
c»mtral authority to coordinate and provide Integrated guideae# 
to all -Kited. States radio tarasiunl ostia m syatons and organisations 
m mme sary to prepbn* tbs ifnited State® adequately for defense 
%axKas£ Soviet attack on our radio ccwws*l«tioae syeteaa arsd to 
cwfeilUe the «ria m IMted States potential .for counterattack. 

Tne requisite authority for the establish©*!*! of sueh an wiener 
eoeuld rest la the powers of the President -mder'lhe 

usma-uKtcatlons Act of 1931* and in war eswrpeney legislation. 
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6* It its that this Is a realtor Of concern to the 

nmitenb** Coa*jai«tions Policy Board, to the oX 

State and end to the Federal Cm®,®! cations Ccmissiaa* 

It TOuld appear to he in order to refer this proposal to those 
agencies far consideration and aoe»ant with dae regard to the 
agency of the situation resulting from the- eontimrfni! f-rowth of 
the Soviet potential in this field* 
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2* fMs dlscrossioa e^tiiiies tos current siimtian mtd Um probabl# 
develomseats of Sovle t activities i» t?« field of ^eetm-aagnetlo war- 
fire. The term w «laetr.m&3iiatJLc ©airr©f©«» as used herein 2a«lj.dss leaning, 
ednttterJaaKdng* evasion* deception* screening* etc.* as rs&Lateti to radio 
eeamnlcatlMift and radio smvl^blOK of all types. 

2. 'a mn&er of factors «aem placing to# .lee&ete is a position to 
doe&aato to# world radio comuaication footer, through overloading the 
radio wpeetr« witk co*ounlcationa olgnal# or by deliberate jennifig w 
tho throat of j«0O&R*r* fho haws* 

a* a largo anaher of W^^waRapwd teoadteaat* co?s®aaiie«ti«ms, 
and jaaadag tranaaittera installed mad is feidldiisf wany snore* The 
pnmm t n®iher of broadest transactors appears to be well in 
excess of the nor ml needs of the Soviet c&ies. tor eaesspl*;*. aoesc 
jK> tawasaitters in the mmem area are carrying only fire or six 
different programs* 

b* A l&ghly centralised* w»Xl-tote; 3 tmted e oseuiiic at ion# 
apute a* fhle system is made up of wire cad radio astwuafci belli 
around approxi«toly JK> oamnB&osbion center# and is probably or* 

of the best in the world. 

©* An oxtuiBlw oantealisati intercept and ^aamtBg control 
system* undoubted!/ Integrated with the coivaeiteeiione mfistsarkf 
end capable of vary rapid idegrtdfXeattoe and ef eipuda 

throug^ui the teternational broadgastinff and 0o»*mexe fusions bands. 
Side is the only system of its kind in wdetence ami far exceeds 
as^t&ing which feu been aoniMs^ated by the f ©art. 

d* Territorial extent and geographic pocitioji that encon- 
passes rx>re than 183® of longitude and has Jasssojog tramsitter 
sites captol© of taking advantage of all radio wave propagation 
eyndLlden* insmUhtg tJupouglemt tbs entire cycle of daylight and 
ikirkjj®*e daring the Zl> iio-aa*®. 

a* In addition* toe Soviets haws acquired actual ar peben- 
tiol control over a large part of toe frequency spectrum available 
for iritersatloafel use® by having direct control of all ihvpaneies 
aisaip^d to to# yiSil, their satellites* and toe era®# under their 
influence. The Soviet# have registered with toe International 

union lar^e awtabers of frequencies elafeeiS to 
be need e d by them, end if this legal fiction fails they hmm i*s4i- 
c&te»i. a readiness to lisrsg&rd the toteri*at4o®i4l ai--re#*aofsts in to® 
an® of radio fmqmneimB, 
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3* st&» eeptoilily rsswl ting Iron Us* eomtoaaiioft of to* amm 

let*** or«**aUy« 32* toll ***a# pi*** *e»R in poaktkm to tutoxem 


m& Africa and to ussto /yserioa* 


i» to® 


t eosolst* vLtoraiitlan at mng tow of 




iitsl'adiJi-; partootoarly to® ®fcr*togi*atty ariti**A S*rtta A to 
*ito Sar to faeific ««wanleation» apftwm wM toe long dxato 
3» ldia . yw^ifl itlant Of to* Air Poses as*i IMqr* TiJ» i»or 
of tots m & ability is tow of swr cannot be owrsspftatoaeti* 


The. JoitoU 3 totes has only 


recently oegun to rsoogmae 
to 


•tmta is 00 oentrto wgMXtostoon witoia the ; <«&tod ttoto# 
^vernoent wito to# autbortty m%l to plan am toe 

asfes®# against this type of sttocS* Tto* ecsaemtiic&toosiSJ opera toons *f 
tli* i'epArt-aeate* to# Ciail A®Kaaaa$l&a itototoriratooa, tbs 

flaparfcmt of dasaaro* (crtoer toss Oto), W*a«ar.>, m, ami otoar govsm- 
r-MsistoX activiti®* and to® ciTli omanlftatieiiB operatoons coaaoetea by 


Iatoi*d^-,'«vr toontal Sadi* Myiiwry Coasstttoe* tois coeasaitteo 




ssatrai agency* bsswiwf# toleh 1* Iselsiiif*# aato bam imtoority *nA 
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xespteOibSlity to the % mtS& of pXMtting and this 

entire phase of wsrfsrs which will involve ill of «r co«m»dcatia«.i* 
ft^oia'oes—scieniific, tec-K^oal, i?Ktt*strisl, « narrower* The 
mfitooriM? for- establishing this -contra! directing. .jrcmp should rest 
in. the mmrv&mtf powers of the President wader ih® .aasaaiofttioas m% 
of 1931 *. ami in mr mmr news/ IcgislatloR . 

6* There exist within the iispartetsiit of m£omm t the federal 
d088Steitetloa*i :«mi£eion, sosHailiiery govsraaeat users of radio 
fSretm’Kiee* eai in t fee cassamisatiesx Sj^istry ,;re&t iMSioarees of 
$ystesf» m& capabilities ’to wM this attack aa oar interests, but 
tier' ■as* b® orgsai&sd sad prodded with .integrstisd direoMois* 

?♦ aii, with the sui^jort of the several moijitorfcig activities 
ted the other collection activities capable of ceatributiag inform— 

Mjm eewscffirainc Foviet laming end other eleclrota^tic warfare 
•aattera, can provide issaaJi of the intelligence needed tgr the TjX and 
other system subject to soviet attack* ;io»*ver, until there Is som 
cmqpttiMW&m over-all authority eetsblisfced to integrate all 'u.3* 
resos^tw for- the conduct of the radio war, there c«: l® m adequate 
guides-*;*;? of either the. ©dtetroaagnetdo warfare op®rati«5C or the Intelli- 
gence support thes^for* 

3* Minor portions of the signal smii fearing system required 
ecdet.Sn the f 'mem of stations which have been established far other 
purposes, but ®tey mm specialised receiviaf atstioii® nuet be eatab- 

for eoaatiinating all of the 
facilities into an integrated intelligence system* fkm proposal to 
tefPteb the facilitiss of the ftraad Forces Security Agency, mm before 
the iSational. security i’mmcil will only partially mm% these needs* 


— 3 ** 
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